Digital Signature Certificate

In Windows Operating System, the Digital signature should be setup first and registration
must be done to make use of it. There are five steps for registering Digital signature

Installation (DSC Driver Tool, DSC Signer)
Browser Configuration

BIMS Registration/Renewal

SPARK Registration/Renewal

E Submission.
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1. Installation (DSC Driver Tool, DSC Signer)

Following are the prerequisites for installing DSC Signer utility.

» Oracle Java 8 Runtime
» Driver for DSC token in Windows

1.1 DSC Token Driver Installation

The explanation for installation process of ProxKey Driver is explaining below. Other DSC
tokens will have similar setup procedure for token Driver Installation. First connect the DSC
Token. Then Right Click the WD Icon from Start Menu. After that choose ‘install or run
program from media’.

CD Drve (F) WD PROXKey

Install or run program from your media
Open AutoPlay...

Install the Driver by completing the setup as mentioned above. Once the installation
complete, an installation complete window will appear and click the Finish Button.



1.2 DSC Signer Installation

The link for downloading DSC Signer is ‘https://www.info.spark.gov.in/?page id=1501".

Token Driver must be installed successfully before installing DSC Signer. To install the
DSC Signer software Double click the icon

-

DS Sagreer

A message will be displayed on the screen to configure browser before installation. Click
OK Button to proceed.

Setup x

Please complete your browser configuration before Installation. The
browser configuration is provided in the DSCSigner Installation Manual.

For completing the installation, click the Next Button.


https://www.info.spark.gov.in/?page_id=1501

W Setup - DSCService —_ >
Select Destination Location H
Where should DSCService be installed? (r:’
. e

Setup will install DSCService into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

I : \WProgram Files (x86)\DSCService l Browse...

At least 23.1 MB of free disk space is required.

l Next > l Cancel

For installing DSC Software click the Install Button.

[ W Setup - DSCService _—
|

| Ready to Imnstall

| Setup is Mmow ready o beginm imnstalling DSCService Om YWouLsr Cormgarber .

|
Cliclk Imstall to comntimuee with the inmnstallation, or dick Badk if youwu want to rewview or
chamnge any settimngs.

Destination ocaton
o Wrogram ﬁes CBS)NDSCService

Additiomnal taskos:
Display DSCSigmner Imnstallation Marnual

Like this complete the installation procedure.

Once completing the installation, a window appears as shown below. Then click the Next
button.




o Setup DSCService

Completing thhe DSOCSeaervice: Setup
Wizrard

Setup has Aished rstalng DESCSer ioe Om yous Commge Deer

Chck Fawsihh "o Xt Ssetup.

E Launch OSCServce
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After successful installation an icon for DSC Signer will be seen at the right side of the task
bar (if the Token is plugged in). To change the Token type right click the DSC signer
icon and click Settings.

Then select the appropriate Token.
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After selecting the Token click Save button.
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Then remove the device and connect the device once again.
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2. Browser Configuration
Browser must be configured before installing DSC Signer . The configuration should
be different for each and every browser.

=> Mozilla Firefox
Open Motzilla Firefox and type the following in the address bar and press Enter key

about:preferences#privacy
A new window will appear and click the View Certificate button.

# € aboutpreferences® sévanced o 4 0O

Advanced
General Data Choices Metwork Update Certificates
Requests

‘When a server nequests my personal certificates
@ Select one automatically

Ask me every time

| v Query OCSP responder senvers to confirm the current validity of certificates
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View Certificates Security Devices

In the new window click the Import button in Authorities tab.



Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these oertificate authorities:

Security Device L]

Certificate Name

~AC Camerfuma S.A.

Chambers of Commerce Root - 2008
Global Chambersign Root - 2008

Builtin Object Token
Builtin Object Token

~AC Carmerfarma A CIF ARZT4I2ET

Chambers of Commerce Root Builtin Obgect Token
Glcbal Chambersagn Root Builtin Obgect Token

ALY

ACCWRAIZY

wActals Sp A 03358520967

Actalis Authentication Root CA Builtin Object Token

oK

Import the root CA.crt file certificate in the ssl Folder which is already downloaded with DSC Signer and click the

Builtin Object Token

Open button.
@ Select File containing CA certificate(s) to import =
- - A <« DSC SignerV.1.0 > DSCSigner > ssi ~ O Search ssl =
Organize - MNew folder == - | 9
HE Desktop - -~ Name - Date modified Type
¥ Downloads od Cal dscsigner.dewv.crt 06-12-2017 16:21 Security Certificate
] Documents o) rootCA.crt 06-12-2017 14:11 Security Certificate
& Pictures -+
docurments
dsc
dscsigner.dev.ss
employee
‘e OneDrive
Documents
= Pictures
Projects | >
File name: [rDDtCA,cr‘l ~ ] Certificate Files (“.p7b;".crt;".ce -~
I Dpen I Cancel

Select the option Trust this CA to identify websites from the new window and click
Ok button.

Downloading Certificate >

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "DSCSigner Root CA" for the following purposes?
A Trust this CA to identify websites.

[] Trust this CA to identify email users.

[] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

When the configuration is completed Mozilla Firefox is ready for digital signing using
DSC signer.




=> Google Chrome
Open Google Chrome and type the following in the address bar and press Enter key.

chrome://flags/#allow-insecure-localhost
Enable the yellow coloured link in the flowing window.

& chromedfagsisalon-r X

& - © | ® Chiome | chromeRags/#allow-insecure-localhost

‘ Q) Search fags ‘ Reset llto defauit

o Allow ivvalid certificates for resources loaded from localhost

1o locathost over HTTPS even when aninvalid certificate is presented. -

After that click the Relaunch button seen at the bottom of the page.

Your changes will take effect the next time you relaunch Google Chrome. RELAUNCH NOW

When the configuration is completed Google Chrome is ready for digital signing using DSC
signer.

= Internet Explorer

In Internet explorer browser the certificate should be inserted like in Mozilla Firefox. So
click the Tools menu in Internet explorer browser.
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Click the Internet options in Tools menu.

File )
Zoom (100%) b
Safety >
Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

In the new window click the Certificate option.

General Security Privacy Centent Connections Programs Advanced
Certificates
Use certificates for encrypted connections and identification.
' P
| Clearssistate |[{{ Certificates JJ ||  Publishers
AutoComplete S
o= AutoComplete stores previous entries | Settings
= on and suggests matches:
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
£7| content from websites that can be '
read in Internet Explorer and other
Programs.

The click the Import button in the new window appears.



Certificates

Intended purpose:

<A >

Remove

>

~

Intermediate Certification Authorities Trusted Root Certfication Authortes  Trusted Publ * | *

Issued To Issued By Expravo... Friendy Name e
CalAddTrust External ... AddTrust External CA... 30-05-2020 The USERTrust ...
CalBaltmore CyberTru... Baltmore CyberTrust ... 13-05-2025 DigiCert Baltmor....
CWJCCA inda 2011 CCA Indka 2011 11-03-2016 CCA Inda 2011
CRiCCA 1nda 2014 CCA India 2014 05-03-2024 <None>
LalCCA Inda 201SSPL  CCA Inda 2015 SPL 29-01-2025 CCA Inda 2015
CRICCA Mauritus 2012 CCA Mauritius 2012 09-05-2022 <None>

LaiCertum CA Certum CA 11-06-2027 Certum

CaiCertum Trusted Ne... Certum Trusted Netw... 31-12-2029 Certum Trusted ...
LaiClass 3 Pubic Prima... Class 3 Publc Primary ... 02-08-2028 VerSionClass 3... WV

Advanced

—
Cert te Ntended purposes

Y

After clicking the Import button ‘Certificate Import Wizard window” will appear there. Click the Next
button.

L+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy cer tificates, certificate trust ksts, and certificate revocation
ksts from your disk to a certficate store.

A certificate, which is issued by a certification authority, s a confirmation of your identity
and contans nformation to protect data or to establsh secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Cancel

Please select the path of ssl Folder which is downloaded with DSC signer and browse it. To
Import root CA certificate click Next button in the upcoming two windows.

€ L= Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate
@ Elace all certificates in the followang store!

Certificate store:
[ Trusted Root Certfication Authorives

Cancel




“« L= Cenificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

(] select the certificate store based on the type of certificate
(@ Blace all certficates in the followng store
Certificate store:

[ Trusted Root Certfication Authoribes Browse...

Cancel

Click Finish button in the following window

€ & Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Content Certficate
C:Wsers ynicsi \OneDrive Projects \GST \docs dev \dsc |

(B ] | conce

In the next dialogue box click Yes button

Security Warning

You are about to install a certificate from a certification authority (CA)
I claiming to represent:

DSCSigner Root CA

Windows cannot validate that the certificate is actually from
"DSCSigner Root CA". You should confirm its origin by contacting

“DSCSigner Root CA". The following number will assist you in this
process:

Thumbprint (shal): CA764932 397DB047 89CC627B DOBAAZ4D
2D55DABS

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

The following message will be displayed and click Ok button.



Certificate Import Wizard X

o The import was successful,

OK

The above said details are for using digital signature device in a computer.
For submitting bills in applications like BIMS, SPARK etc follow the following instructions.

3. BIMS Registration/Renewal

For Registration/Renewal of Digital signature device in BIMS click the DSC registration link available
in BIMS Home page.

& > C @ hitpsy//treasury.keralagov.in/bims/ - B E-3
B IM S Bill Information and Management System Government of Kerala
: e-Bill Portal for Claim Settlements

BiMS %) Login

Bill Informations and Management System (BiMS) is an e-Bill portal for Claim Settlements by Drawing and Disbursing Officers Username

(DDOs). The DDOs can prepare online contingent bills and e-Submission to treasury through BiMS.

Features Q UTR Search Password
3 Login to all DDOs
3 Generation of Contingent Bills (TR 59E) DSC Registration / Renewal Select Role M
< Approval of TR 59E by DDOs
9 e-Submission of TR 59E to Treasury @ Instructions for Digital Signature 971 Captcha e
3 Bill Status :
% Bill Book "
< Expenditure Report for DDOs

' BAMS
Budget Allocation and Monitoring System
News @ Services ' Important Links & Downloads
Claim Settlements FAQ g iz g0 i DSCSigner for Windows [ ]
Insert the 10 digit DDO code and click Next button.
€ C | @ Secure | hitps//treasurykeralagovin/bims/ 1w

Bill Information and Management System e
e-Bill Portal for Claim Settlements

egistration / Download Request

- 0104650006




The DDO registration details including Treasury, Department, Office, Designation of DDO will appear
in that page. Then click Proceed button.

“ C | @ Secure | httpsy/treasurykerala.govin/bims/ 1

B IMS Bill Information and Management System Govenment of Ket

e-Bill Portal for Claim Settlements

Q DDO Registration / Download Request

0104690006
Sub Treasury, Vellayambalam.
Sol Conservation

DIRECTORATE OF 55 AND SC

Cillce THIRUVANANTHAPURAM

Designation  Senlor Superintendent

A pdf certificate will generate in that page. This is the procedure of registration in BIMS.

Sub Treasury, Taliparamba
Thaliparamiba P.o.,
Thaliparamiza
Kannur Dist
Subject : DEC - DDO Registration Request
DSC - DO Registration Request
DO Details
DOO Code 1903530004
Treasury Sub Tresaisury, Taliparamba
Department Palice
Office Keraly Armed Palice-tv, Mangattuparamba
= —— -
DSC Details
Cartificate Nams Saith Muhamed A
‘Serial Number 1400456885
Valid From 25082017
Valid To 25-08-2019
Registered On 15-05-2019
Kannur Yours Sincerely,
15052019
Seith Muhamed A
Digitally Signed by :Seith Muhamed A
Dabe :15-08-2019 D5:00-27
{Note: This acknowledgment letier may be in the respactive treasury for the apg DEC registration process. )

Submit the acknowledgment letter downloaded from BIMS to concerned treasury.



4. SPARK Registration/Renewal

For Registration/Renewal of digital signature device in SPARK, select the Administration menu
after login to SPARK. Then click New Registration/Renewal of DSC option in Administration menu.

Establishment Interface

% ﬁ—é%‘f‘ Service and Payroll Administrative Repository for Kerala g mh

Download Mobile App  User Manual
m Queries m Sign Out

m Administration mService Matters m Salary Matters m Income Tax m Accounts
[Authorisation

Register Co-op Societies

[Code Masters

Slabs and Rates

Special TSB account of DDO

View grievances from employees

[Submit issues/complaints to SPARK Helpdesk
New Employee Record

Lock employee record

Unlock employee record

Locked /Unlocked Details

INew Registration/Renewal of DSC
[Administrative Tools »

General Transfer Admin >
[Update CMDRF Deduction
[Change Password

Click New Registration/Renewal of DSC for registration. Once registered the validity period can be
viewed in that window.

Download Mobile App  User Manual
m Queries = Sign Out

Administration mService Matters m Salary Matters m Income Tax m Accounts

DSC Registration/Renewal

1. Prerequisites for DSC Registration

() Download the appropriate Signer tool ZIP folder Windows/Ubuntu/Mac from https:/www.info.spark. gov.in/?page_id=1501
(ii) Unzip the Folder. It will contain installation manual for Windows, Ubuntu and MacOS seperately.
(iii) Follow the procedure as per the relevent installation manual.

2. Register DSC
Status : DSC Valid till : 23-08-2020 00:00
If the prerequisites have been completed, click the below button to register new DSC.

New DSC Registration/Renewal

After clicking registration option a window will appear for inserting the Token password of the
device. In that window insert the password and click Ok button.



72\ i UG .
j‘a/\ d Service and Payroll Administrative Repository. for H

Establishment Interface

Administration

mService Matters = Salary Matters

DSC Registration/Renewal

= Income Tax = Accound

1. Prerequisites for DSC Registration

) D load the appropri Signer tool ZIP folder Windows/Ubuntu/Mac
(ii) Unzip the Folder. It will contain installation manual for Windows, Ubuntu an
(iii) Foliow the procedure as per the relevent installation manual

Confirmation ﬂ

Enter Token Password [*****" |
Status - ACTIVE
Download DSC Signer Tool(WINndows) Download DSC Signer Toc buntul | @

2. Register DSC
Status : DSC Valid til : 27-04-2019 05:30
If the prerequisites have been completed, click the below button to register new DSC

New DSC Registration/Renewal

A new window, with the name as in Token and the validity period of certificate will be displayed on
the screen. Select the check box and click Ok button. If the name is matched then SPARK registration
will be completed.

i?*\ S Service and Payroll Administrative Repository for. Kerala
g Establishment Interface

[Administration mService Matters m Salary Matters W Income Tax W Accounts o

Select Certificate
) Name Jilju V's (n)Code Solutions CA 2014 ID Valid From 15-Jul-2017 Valid To 15-Jul-2019

If the name is not matched, then go through the menu Service matters—>Personal details—>Present
service details. Then verify the aadhar details and update it. Then register once again.



Employee Details
Parscmnal Probation Traiming Aveards Loawe Account Darf. Ropert Quarters Service History
Remcrustment Family Details Qual. Services Dincip, Action Loawe Availed Ceputation Prasent Salary Hain Menu

QGusalification Dapt. Tasts FRagularisation Maminess Leave Surrendes Benelit Details Loans Lag Ot

Present sorvice details

Permanent Emp. Mo. 100804 T Mame
Departmental Gen. No, if an
L i Srrised Sipmanay
Liriosd shoey

T P P
Department* Firu ™ v Office” Setratanan France Caphnmens. TRAvInamiacursmn ¥
Saction US-34 (5L & WA - Seat ne =
Employment type™ Raginr - Service category” -
Designation® B T SO0 coda(if any

- Stane-05700- 110400 2 %
PF type® SENERAL PROVIDENT FUND (Karsial - PF number
Date of join in Govt. service® B0 S0 Date of joining in the departrment®
PRANH(Permanent Retirement Account Ne.) Parent department Finance Deparrmnt -
Mame as in Asdhaar Suresh N dhaar Number O R B Verify
Department —Zamci— - Designation —Zaiact— -

If the device (Token) is replaced or the DDO has changed then the same option (New
Registration/Renewal of DSC) can be used for renewal.

localhost:52114 says

S€ vou slready have a registered DSC. Do you want to replace existing DSC €]

with a new DSC?

Cancel
I Administration mService Matters - s =

DSC Registiill iUl inNCitotries

1. Prerequisites for DSC Registration

(i) Dewnload the appropriate Signer tool ZIP folder Windews/Ubuntu/Mac
(i} Unzip the Folder. It will contain installation manual for Windows, Ubuntu and MacOS seperately
({iii} Follow the procedure as per the relevent installation manual

Status : ACTIVE

Download DSC Signer Tool(Ubunty| Download DSC Signer Tool{Mac)

2. Register DSC
Status - DSC Walid till : 27-04-2019 05:30
If the prerequisites have been completed, click the below button to register new DSC.

New DSC Registration/Renewal

If SPARK registration is completed then the bills can be submitted to treasury.
5. E Submission.

In Accounts—> Bills=>E_Submit Bill menu, before clicking Approve and submit button you
need to insert the Token password as mentioned above.



Administration wService Matters. m Salary Matters m Income Tax m Accounts m Queries m Sign Out
E-Submit Bill
Edutatson (Vocabonal Hagher Secondary) L S e E
o ffice SOPFY WHSS PALLURUTHY v Treasury Su Treaswry, Pallunithy i
Bill Nature Salaryl Amears LS/ Bonus! Festval Al i Onam Adv. v &ill Control Code SBEIETEE19150858540 ]
DO Code 016 v
Head of Account 220202 110 95.00.01.01
Bills to Submit
Bill Type GrossNet Prepared On DD Mame By Edppen
o Enlary il of - N oy 1408/ 2018
[aT03351 Est Salary Arvear bill of paybil 20 920, 43.59 Select - and Yoar ametE
No. of employee/s 1
Bill Gross 920
Recovery o
il et 920
Prepared by 413783
Prepared on BANA0E
Bill details EAS Bill for Augrst 2018 - Est Salary Amear bill of payb,
Fsmmlnlon Status forthe monthof = /2008 Refresh
Enter the Token password and click Next button.
“« C | @ Fetpe e e g in e brpack S sk menu. sspeT myton = S505 TB0- a9d 1349 5840 3- TIISRBGE HDG o
£ Zppa [} Homwpage [ Cecais State Tresuc, e TEE|Login g5} Wislcoers TIN User 4% TEACEL |Logie wi CREDHT | Login
m Service and Payroll Administrative Repository for Kerala, )
Establishovent Interface ===
Alxrsal
Wi v e Mabler s - almiy Matbers & Ao Tax & b waaitn L] - g, (st
Token Fassword

Your dill has been posted for esubmission Please check the status after sometime in the same page

|




